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Welcome to Kleopatra Gpg4win-4.1.0
Kleopatra is a front-end for the crypto software GnuPG.
For most actions you need either a public key (certificate) or your own private key.

* The private key is needed to decrypt or sign.
* The public key can be used by others to verify your identity or encrypt to you.

You can learn more about this on Wikipedia.
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Welcome §
Kleopatra is a
For most actid

*Thep
*Thep

You can learn|

™ Create OpenPGP Certificate ... ? X

Enter a name and/or an email address to use for the

certificate.

Name

lUser

Email address

lusef@rnpg.ir

| |

|/]iProtect the generated key with a passphras

IAdvaied Settings... I

lvate key.

acrypt to you.

|
New Key Pair | |

[t |

Al oo aslol yo aums 1,3 " DItSE-a8" L ol ) o Jsb s RSA T, 6,550, w08l o) pgas diiled upns

Samled s 3 1) 0S Lasil & 6
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Welcome
Kleopatra is a|
For most actig

*Theg
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You can learn|

L2 La Lo L & Q ™ Advanced Settings - Kleopatra 2 X

Technical Details
Key Material
@® Rsa 4,096 bits v
+RSA 4,096 bits v
O psa 2,048 bits
+Elgamal | 2,048 bits
(O ECDSA/EADSA  =d25519
+ECDH  |ew25519
Certificate Usage
[ signing Certification
Encryption [] Authentication
| Vaiid untl: | 6/17/2025 |

vate key.

icrypt to you.
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7 pinentry-gt = X e
™ Creating Key Pair.. ? X |
Please enter the passphrase to |
The process of creating protect your new key pquire several minutes...
 Repeat: I
PE LTI ITYTYY )]

A | @ ‘Cancel | —
Import

New Key Pair

Dol SIS "OK" a8 gq, 0 51 50 m
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™ Kleopatra — o X

File View Certificates Tools Settings Window Help

] iy = B Q S| El =)
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|Sea.'v:h o <AtQ > |All Certificates A
3| Allcertificates e

Name E-Mail User-IDs  Valid From Valid Until Key-ID
{ recipient@rnpa.ir certified 6/17/2023 6/17/20... 10BF 77F4 9AE2 1B77

Certify...

[ Revoke Certification...
Trust Root Certificate
Distrust Root Certificate

Change Certification Power...

Change End of Validity Period...
Change Passphrase...
Add User ID...

Revoke Certificate...
Delete Del

-]
g
I % Export... Ctrl+E I Export the selected certificate (public key) to a file i
E=!  Backup Setvet Keys...
Print Secret Key...
§%  Publish on Server... Ctrl+Shift+E

- m Details _

sl Save 25 peas Glhae 03 olg3ds s o |y ]

(o2 ] Kleopatra — a
™ Export OpenPGP Certificates X
4 Bl > ThisPC > Desktop v ) 2 Search Desktop
Organize v New folder = - =
i ® e ]
No items match ) s h e
# Quick access o items match your search,
@ OneDrive &
3 This PC
o Network
File name: | Recipient_0x9AE21B77_public.asc v|
Save as type: } OpenPGP Certificates (*.asc *.gpg *.pgp) e
~ Hide Folders Cancel ‘
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™ Kieopatra — m} X
p
File View Certificates Tools Settings Window Help

SignfEncrypt  Decrypt/Verify Import f§Export Certify  Lookup on Server Certificates Notepad Smartcards

T

[Fearch...<alt+q> Al Certificates ~
2| Al Certificates e
Name E-Mail User-IDs  Valid From Valid Until Key-ID
Sender sender@rnpg.ir certified 6/18/2023 6/18/20... B2BF B5B2 1E6C D2...

™ Ki=o patra — O

€™ Select Certificate File 3

4 Bl > ThisPC > Desktop v O O Search Desktop

Organize v New folder = -~ [N =
2 e | Certificates

0 ¢

~
@ OneDrive

3 This PC Q
8 3D Objects é

B Desktop
2o Recipient_0xB8C
[5] Documents 16C83_public.asc

<4 Downloads
D Music

[&] Pictures

B videos

‘s Local Disk (C:)

e Network .

File name: | Recipient_0xB8C16C83_public.asc | [Certificates (*.asc *.cer ~.cert .c ~

Cancel
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[search... <alt+q> Al Certificates v @
|C2| Al Certificates ™ You have imported a new certificate (public key) - Kle... 7 X L]
L In order to mark the certificate as valid (green) it needs to be certified el
— . order to mark the cer as valid (green) it needs to be certified.
rec Certifying means that you check the Fingerprint. D597 B1B3 B8C1 6C83
Sender seny o Some suggestions to do this are: B2BF B5B2 1E6C D2...

A phone call to the person.
Using a business card.
Confirming it on a trusted website.
Do you wish to start this process now?
[] o not ask again
Cegtify O cancel |

D9 cogar slaadS 5l G plaS b aS aples sasie "Certify With" cuad s cunlb o 1) pgar ssles wslsl o
bl s o Gayb 5l asbice SIS Fe b ol a5 FINGErprint lais cowb oo o cylo 1y 15 ol plosl auad
S plie pas Do 50 bk Al O pLe B asled cwyp Blie Bl L (g bl wled 3k 5l g 50 O g0 )

dles S 1, "Certify" a8 g ooges Jlad |, coges oS Sis

™ - S
¥ (o2 ] Certify Certificate: Recipient - Kleopatra X
E: EQ. @ Verify the fingerprint, mark the user IDs you want to certify, and select the key you want to certify the user IDs with.
Sign/Encrypt  DecryptiVerify | Impd Note: Only the fingerprint dearly identifies the key and its owner.
| [Fingerprint:  BDDS BBSF F5F0 437A 3925 A120 D597 B1B3 B8C1 6C83 | |
h...<Alt+Q> Certify with: VSender <sender@rmgzir>koertiﬁed, created: 6/18/2023) > &ﬁcates ~ || q
(]

L

¥ Al Certificates

Recipient <recipient@rnpg.ir> I

Name

Recipient
Sender

P Advanced

+ Certify | © cCancel

i
L\
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I arch...<Alt+Q> :Aﬂ Certificates v‘ [iz,
E All Certificates °
Name E.Mail 1L INe  \alid E, Malid Lintil Key_":)
Recipient recipie| ¥ pinentry-qt e X' |25 D597 B1B3 BSC1 6C83
Sender sendel 0... B2BF B5B2 1E6C D2...

Please enter the passphrase to unlock the OpenPGP secret key:
"Sender <sender@rnpg.ir>"

[ 4096-bit RSA key, ID B2BFB5B21E6CD2C2,

I3 | created 2023-06-18.

Passphrase: Ioono.oo-o.o| e I

o] cone |

N

Al SIS OK (g5, csdibgn ply il yo 5l

¢ - O
File Vie Ce es Tools Settings Windo Helg
k2 it R B B Q B B
Sign/Encrypt Decrypt/Verify ~ Import Export Certify LookuponServer  Certificates Notepad Smartcards
Search.., <Alt+Q> | Al Certificates v
|3 Al Certificates e
Name E-Mail User-IDs  Valid From Valid Until Key-ID
Recipient recipient@rnpg.ir certified 6/18/2023 6/18/2025 D597 B1B3 B8C1 6C83
Sender sender@rnpg.ir *#—-4/18/2023 6/18/20... B2BF B5B2 1E6C D2...

™ Certificati... ? X

0 Certification successful.

Y
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™ Kleopatra — o X

File View Certificates Tools Settings Window Help

i =E Q El )
Decrypt/Verify  Import Export Certify Lookup onServer | Certificates Notepad Smartcards
o <Alt+HQ> | All Certificates v
< AllCertificates e
Name E-Mail User-IDs  Valid From Valid Until Key-ID
Recipient recipient@rmpg.ir certified 6/17/2023 6/17/2025 10BF 77F4 9AE2 1B77
Sender sender@rnpg.ir certified 6/17/2023 6/17/20... D2B6 BC74 1EB9 D...
. n n c e .. .
Al SIS "OpEN" g5, g w03, ol 1) ki 590 ol e
™ Kieopatra = O
™ Select One or More Files to Sign and/or Encrypt X
S a > User > v O O Search User
Organize v New folder = ~ [H =
SERES e Certificates >
e
> Quick access
ey 2om = ¥ ()
—_— -
|
[ This PC
Contacts Desktop Documents Downloads Music OneDrive
¥ Network
/ |
Pictures Searches Videos Confidential.pdf
File name: | Confidential pdf v | [AiFies () vl
Lo

Aoled S oal ool inled 4aSS (595 o) poead Sillae urws
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™ Sign/Encrypt Files - Kleopatra ? X
o i @ Sign / Encrypt Files
Sign/Encrypt Decrypt/Verify ~ Impq Prove authenticity (sign)
] Sign as: v ler < @rnpag.ir> (certified, created: 6/17, v
s [¥ sender <sender@mpg.ir> (certified, created: 6/17/2023) | ‘
ISearch. . <AIt+Q> [AI Certificates bl
|| Al certificates Encrypt e
Name Encrypt for me: §endg - <sender@rnpg.ir> (certified, created: 6/17/2023) v |
Recipient Encrypt for others: | m Please enter a name or email address... I 1877
Sender D...
[] Encrypt with password. Anyone you share the password with can read the data.
Output
Output files/folder:
l_a' |C:/UsersNM/CmﬁdenﬁaI.pdf.gpg q' “-—‘5‘
[ Encrypt / Sign each file separately.
Bon/Encryet] | cancel |
. n n . S .. - A ES - PR .
J..\.»Lo.b ;i.JS OK S99 oéj.o..» g_;L’)p.J‘ |) r:Lu oS MBLJ.).) oAl oold L).MJLQJ WJ )| I8 ard
 Kieopatra = O "4
ok (o7 ] Sign/Encrypt Files - Kleopatra ? <
o i @ Sign / Encrypt Files
Sign/Encrypt  Decrypt/Verify ~ Impg Prove authenticity (sign)
S’:Iﬂ as: mc_,.d., A iex frartifiad tad: 87172023
[SeérCh< L<AHQ> ™ Certificate Selection - Kleopatra ? JAI Certificates hdl|
\E." All Certificates End )
N = Please select one or more of the following certificates:
ame
Recignt |S:frch.,‘ I | All Certificates 1877
Sender [E"‘\ All Certificates B.::
Name E-Mail
| Recipient recipient@rnpg.ir |
Sender sender@rnpg.ir certi
O
< >
Out
Oul I oK ” Reload ‘ ‘ Import... ‘ ‘ Lookup... ‘ ‘ New... ‘ ‘ Groups... ‘ [ Close
IRy L
[;—.ﬂ [C:Users VM/Confidential. pdf.apg m
[] Encrypt / Sign each file separately.
sign /Encrypt] | Cancel

Sppled SS "OKY (g5 s 5 0050 0)l5 1 055 300 30,
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™ leopatra

L fa &=
Sign/Encrypt  Decrypt/Verify Impt_

™ Sign/Encrypt Files - Kleopatra ? X

Results
Status and progress of the crypto operations is shown here.

Search..,<Alt+Q>
L-" All Certificates

Name
Recipient
Sender

OpenPGP: All operations completed.

— O
 Sign/Encrypt Files - Kleopatra ?
o Results
sa [a = Status and progress of the crypto operations is shown here.
Sign/Encrypt  Decrypt/Verify ~ Impg 1
ISear:h‘ L <Alt+HQ> OpenPGP: Confidential. pdf All Certificates |
|| Al certificates ! e
Name
Recipient 3 pinentry-qt = X 1877
Sender D...
Please enter the passphrase to unlock the OpenPGP secret key:
"Sender <sender@rnpg.ir>"
[ 4096-bit RSA key, ID D2B6BC741EBID622,
J' | created 2023-06-17.

Passphrase: I'onc.oo'ol N I

[

QFir'nish  Cancel |
. HF' 1 hll Y . . .
Daoles SIS TFINISNT (64, cuddgn aly ol ools yioled 51 e
- O

All Certificates hd
Y
1B77
Confidential.pdf — Confidential.pdf.gpg: Signing and encryption succeeded. D

Finish Cancel
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5 | User

L s

% Documents

Home Share View
v R > User v O Search User
0 i
Sign/Encrypt Deavpt/veﬂﬁ o Quick access L
[ Desktop * A (
e | { ——1 p— \
=== v . um um U= B & = ¥
[3  AlCertificates .
v

Nz s Contacts Desktop Documents Downloads Music OneDrive Pictures Searches
& Pictures
Recipient
Sender ) Music n
B Videos h
=
@ OneDrive
[ This PC Videos Confidential.pdf | Confidential.pdf.
e 9Pg
& Network
11items  1item selected 1.29KB

JB (2L 50, 092 .0
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Import Export Certify LookuponServer  Certificates Notepad Smartcards
| Al Certificates |
o

L . All Certificates

Name E-Mail User-IDs  Valid From Valid Until Key-ID

Recipient recipient@rnpg.ir certified 6/17/2023 6/17/20... 10BF 77F4 9AE2 1B77

Ales SIS OPEN (55 o 5 ol | 0 (6,038 50, b6

- O
™ Select One or More Files to Decrypt and/or Verify X
A+ & > User > v O /2 Search User
Organize v New folder = v - -
# = o | Certificates |
e
s Quick access
A
@ OneDrive I —— 7
n = :
[ This PC !
Contacts Desktop Documents Downloads Music OneDrive
¥ Network
) = %
Pictures Searches Videos Confidential.pdf.
grg
File name: | Confidential.pdf.gpg v | [anFies ¢y v
| Cancel 1

Ales SIS "OK™ 69y 9 dwmled o)lg 1y adS Calus oy ,0 00l iy o5 j0ue o, s
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™ Ki=opatr - = O X
PR (o] Decrypt/Verify Files - Kleopatra
E} &= Output folder: |C:/Users/VM G| EJ
Sgnfenaypt Dedyptf¥erify W Operation 1: Decrypting: Confidential.pdf.gpa... L
I'ear:h‘ L<A+Q> ! ‘AI Certificates v ‘
.’ Al Certificates )
Name
Recipient % pinentry-qt o X 1877
Please enter the passphrase to unlock the OpenPGP secret key:
2 “Redipient <recipient@rnpg.ir>"
{ 255-bit ECDH key, ID 30E884842287F6A1,
]' | created 2023-06-17 (main key ID 10BF77F49AE21B77).
Passphrase: |ouunu| o |
i [
ST | oo |
anle s "Save All" w55 5, 5 5T 0
(o] Kleopatra To— = ] X
(o7 ] Decrypt/Verify Files - Kleopatra
[:;. Output folder: |C:ﬁJsers/VM a | @
SgnjEnaypt DeciyprVeniy I"E All operations completed. E
[search...<altvq> e | icovons v]
[C2] Al certificates (<}
Name Confidential.pdf.gpg — Confidential.pdf: Show Audit Log
Valid signature by sender@rnpq.ir 1B77

Recipient
Recipient: Recipient <recipient@rnpa.ir > (10BF 77F4 9AE2 1B77)
Signature created on Saturday, June 17, 2023 12:15:28 PM

With certificate:

Sender <sender@rnpaq.ir> (D286 BC74 1EBS D622)
The signature is valid and the certificate’s validity is ultimately trusted.

ExE
LS

Discard

Slgiome 4 (g3 oo g g oo 0,58 5 3l yeue ylen ,o CleAr teXt LB sl o ssalice JB 53 poas ;0 a5 shiles
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5 | User

Home Share View
v R User v o Search User
o i
SignfEncrypt  DecryptiVerifi s Quick access ‘)
Deskto, * A4 {
W Dl P = o \
+
Nz - Contacts Desktop Documents Downloads Music OneDrive Pictures Searches
Recipient &= Pictures -
Sender D Music N
B Videos a
E
@ OneDrive
B This PC Videos Confidential.pdf. |Confidential.pdf
i 9pP9
i Network

11 items




